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1. Aninformation security risk analysis BEST assists an organization in ensuring that:

A. Infrastructure security controls are adequate
B. Cost-effective protection of assets
C. Appropriate funding goes to security

D. Implementation of security technologies

Answer B

2. Which is MOST important when selecting a DR failover site?

A. Reciprocal agreements
B. DR test results
C. Recovery Time Objectives (RTOs)

D. Data retention requirements

Answer C

3. Whatis the BEST way to assess data asset value?

A. Net present value
B. Replacement cost
C. Repair cost

D. Book value

Answer B
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4. Which security measure BEST reduces risk from a BYOD program?

A. Mobile device policy
B. Anti-malware on devices

C. Mobile device management (MDM)
D. Employee training

Answer D

5. To detect a network breach when other tools fail most effectively, you should implement:

A. DS

B. IPS

C. Honeypot

D. Endpoint Detection & Response

Answer C

6. Whatis the MOST important reason to record security incidents?

A. Evaluate security posture
B. Identify residual risk
C. Prevent recurrence

D. Support security investment

Answer C
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